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BACKGROUND  

On January 27, 2026, the threat group Genesis claimed responsibility for a breach of IMA 

Diligence Services, a division of IMA Financial Group. The group has published approximately 

700 GB of data allegedly exfiltrated from IMA file servers. 

 

Review of the published archive index indicates the dataset contains audit documentation, 

financial records, operational workpapers, payroll and tax records, forecast models, strategic 

planning materials, and other confidential client files. 
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RECOMMENDATIONS  

If IMA Diligence Services is part of your vendor ecosystem, we recommend: 

●​ Confirming whether your organization’s data is included in the exposed dataset 

●​ Assessing contractual, regulatory, and notification obligations 

●​ Reviewing internal controls related to shared data rooms and third party diligence 

materials 

We have obtained the master archive index and can assist with exposure validation and 

scoping upon request. 
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